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Multidimensional risk monitoring of complex systems

Risk monitoring is one of the most important tools in assessing the reliability of systems [1]. 
However, its implementation for real-world systems usually involves a number of 
difficulties: (i) The presence of several risk factors, and they may be correlated; (ii) 
heterogeneity of data; (iii) the analyzed data samples may be small. As a result, 
contradictory requirements are imposed on the risk model. It should consider a number of 
data features (multidimensionality, correlation, and heterogeneity), and at the same time 
should be fairly simple due to the smallness of samples and the requirement for prompt 
detection of changes in the system. This requires improvement of risk analysis models.

One of the possible ways to solve this problem may be to use a multidimensional risk model 
[2, 3]. The system is modeled as a Gaussian random vector, the components of which are 
risk factors. We consider the probability of a random vector falling into a given area of 
unfavorable outcomes to be a risk. This approach also allows you to consider the 
consequences of an adverse outcome. To do this, a weight function of risk is introduced. The 
model has been tested on a number of tasks. However, this model does not sufficiently 
consider the heterogeneity and non-stationarity of risk factors.

The goal of this thesis is to study the current state of risk analysis with an emphasis on 
complex systems, and to consider all the specified features of such systems in the model, as 
well as to implement and test a multidimensional risk model on model and real data. A few 
starting references are given below.

Tasks:

• Study of modern methods of risk analysis of complex systems

• Develop a multidimensional risk model that considers the features of complex 
systems

• To develop an algorithm and a program for monitoring multidimensional risk based 
on the proposed model

• Approbation and research of the developed method on simulated and real data and 
compare with known methods of risk analysis
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